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Disclosing 0-daysCVE-2025-29756



Disclosing 0-days

The credentials for the MQTT server as well as the RSA decryption key could be extracted from the 

javascript code and DOM of the iSolarCloud website. Using these credentials a malicious user could 

then subscribe to the # topic of the MQTT server and thus receive all data from all connected 

devices. Using the RSA decryption key obtained in the same manner all the messages from all 

topics could be decrypted as well.

CVE-2025-29756



Disclosing 0-days

Due to an error in the authentication feature of the plant transfer function in the 

cloud platform of Growatt (either https://oss.growatt.com or 

https://server.growatt.com) failed to check authorisation when transfering an account 

from one account to another. A malicious users with a (free) installer account, could 

assign any plant to his account without this being noticable by the end user, 

effectively allowing this attacker to control and turn off any installation in the platform.

An attacker that is able to connect a significant number of plants with sufficient power 

and switches then at the right timing would potentially be able to disrupt the power 

grid.

CVE-2025-29757



Disclosing 0-days

A problem with missing authorization on SolaX Cloud platform allows taking over any 

SolaX solarpanel inverter of which the serial number is known.

It is possible to bypass the administrator login screen on SolaX Cloud. An attacker 

could use parameter tampering to bypass the login screen and gain limited access to 

the system.

It is possible to bypass the clipping level of authentication attempts in SolaX Cloud 

through the use of the 'Forgot Password' functionality as an oracle.

Through the provision of user names, SolaX Cloud will suggest (similar) user accounts 

and thereby leak sensitive information such as user email addresses and phone 

numbers.

CVE-2025-36756
CVE-2025-36757
CVE-2025-36758
CVE-2025-36759



- Waiting for any kind of response from the vendor
- Vendor is it’s own CNA
- Waiting for vendor response
- Waiting for vendor response
- Waiting for vendor response
- Waiting for vendor response
- Waiting in line for more DIVD CNA admins
- Waiting in line for more DIVD CNA admins
- Waiting in line for more DIVD CNA admins
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Hacking
Demos

https://www.youtube.com/watch?v=c5AwWOVHkEQ


Hacking
Events



Most Techy Hack

Wierdest Hack

Hardest Hack

1024 / 512
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Een nationaal gelijkstroomnet

▪ Topologie: mesh netwerk

▪ Vermogenselektonica i.p.v. trafo

▪ 5, 14, 230 en 1.500 Volt



Een nationaal gelijkstroomnet

▪ Topologie: mesh netwerk

▪ Vermogenselektronica i.p.v. trafo

▪ 5, 14, 230 en 1.500 Volt

▪ 1,2 TWh/J=1.200.000.000 KWh = 500.000 pers.

▪ BV met NL Staat als grootaandeelhouder
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(This is a drill)
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